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1. Introduction 

1.1. SMART is committed to providing a confidential service.   

1.2. Service users deserve the right to confidentiality to protect their interests.    

1.3. Service users need to feel secure and confident when using our services  

1.4. The principles of confidentiality must be integrated across all aspects of our services and the 
management thereof.   

 

2. Policy Statement 

2.1. This policy is based on the principle that the service user's interests, wishes and rights are of 
fundamental importance.  

2.2. An individual who uses SMART services has the right to be confident that information given by 
them will only be used for the purpose for which it was disclosed and will not be shared with 
anyone outside the agency without their express consent. The exceptions to this can be found 
under the exceptions list in section 6 of this policy.  

3. Scope and Purpose 

3.1   The aim of this policy is to support good practice in regards to confidentiality, by offering clarity on 
the principles of confidentiality and how it is applied within SMART. 

 

4. Who is covered by the policy?  

4.1. This policy covers anyone who makes contact with SMART and whose personal data is held by 
SMART.  This includes service users, employees, volunteers, trustees, and partners. 

4.2. All SMART staff members are professionally bound to the confidentiality policy.    

 

5. Who is responsible for this policy?   

5.1. CEO is responsible for: 

5.1.1. All aspects of confidentiality within SMART. 

5.2. Service Managers are responsible for: 

5.2.1. Ensuring that all their staff are properly qualified, trained and competent to receive and 
appropriately deal with confidential information. 

5.2.2. All staff inductions involve familiarisation with the organisation’s Confidentiality Policy 

5.2.3. Staff receive training and support in its implementation throughout their employment with 
the organisation.   

5.2.4. Escalating any risks and sharing learning from their experiences with the CEO and Managers 
group.  

5.3. All staff and volunteers are responsible for  

5.3.1. Ensuring they understand this policy and how it relates to their day-to-day work 

5.3.2. Ensuring that service users understand the confidentiality policy and procedures that apply 
at all stages of their contract with SMART.   

5.3.3. Procedures for note-taking and safe storage of data (paper and computer records) 



3 
 

5.3.4. Ensuring they understand and follow the procedure for breaching confidentiality if required 

6. Policy  

6.1. It is the responsibility of all staff to secure the informed consent of the service user before sharing 
information and the degree of such information, with any individual or agency.  The service user 
should be informed of the implications, including the benefits, of sharing the information and their 
express permission in the form of a signed consent to disclose form be obtained.  

6.2. Information about service users is confidential to SMART and not to individual workers.  Discussion 
of service users with colleagues should always be purposeful and sensitive. 

6.3.  The extent of information to be shared between referring agencies will be discussed with the 
service user at the earliest possible opportunity. 

6.4. When an enquiry is received from a partner, relative or friend of the service user, no information 
of any kind will be imparted without the service user’s express permission. Service users have the 
right to withhold their consent if they wish 

6.5. SMART will ensure that all service users are afforded confidential interview space if it is required      
and will strive to ensure no breach of confidentiality can occur inadvertently. All SMART staff, 
whether as paid employees, students, external supervisors, or in a voluntary capacity, will be 
required to sign a confidentiality contract.   

6.6. Staff breaching this contract will be liable to disciplinary action under the staff disciplinary 
procedure. The Law protects the confidentiality of a person with HIV infection.  No information on 
an individual's HIV status will be given to professionals outside the SMART team without first 
discussing the full implications of disclosure and gaining the service users consent. 

6.7 The only instances confidential information will be given without service user consent are: 

6.7.1 If by keeping confidentiality the service user or another person might suffer serious 
risk. 

6.7.2 If a service user gives information concerning the abuse or neglect of a child, or if the 
SMART worker believes there is reasonable evidence of neglect or abuse of a child. 

6.7.3 If a SMART worker believes that a service user has overdosed, they will call an 
ambulance and give paramedics the necessary information required for the service 
users emergency care, including information about service users’ drug use 

6.7.4 If a service user gives information that they are an active member of a terrorist 
organisation SMART is required under The Prevention of Terrorism Act to disclose 
this information to the relevant authority 

6.7.5 If SMART is working jointly with another organisation the joint working protocol may 
include amendments to this policy.  In this case the amended policy will be made 
available and explained to service users involved in the shared working arrangement. 

6.7.6 As a result of a court order. 

6.7.7 A staff member is made aware of a serious offence committed by a service user that 
has not been reported to the police. There is no absolute requirement to disclose, or 
not to disclose information to the police. SMART guidance is that information should 
be disclosed to assist the police with the prevention or detection of serious 
arrestable offences. Although there is no absolute definition of serious crime, the 
criminal evidence Act 1984 lists serious arrestable offences as: treason, murder, 
manslaughter, rape, kidnapping, certain sexual offences, causing and explosion, 
certain firearms offences, hijacking, causing death by reckless driving, offences under 
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prevention of terrorism legislation where a threat is made, which if carried out 
would be likely to lead to death or serious injury, substantial financial gain or loss, 
serious interference with the administration of justice or investigation of an offence. 
Theft, fraud and burglary (unless aggravated by assault) are unlikely to outweigh the 
duty of confidentiality to the patient. Information should not be disclosed in these 
cases. Seek guidance from your line manager if in doubt 

 

See the SMART Information Sharing Policy for further guidance 

 

6.8 Recording and storage of data 

6.8.1 All staff will keep confidential case records in locked filing cabinets or drawers. This includes 
notebooks, copies of correspondence, and any other sources of information.   

6.8.2 All computer databases containing information about individuals must be password-
protected.  It is the individual workers responsibility to shut down the database when they have 
finished using it. 

6.8.3 Movement of confidential information outside physical areas in which it is safeguarded will be 
avoided as far as possible. 

 

See the SMART Data Protection Policy for further guidance 

 

6.9  Service users access to their own files: 

All service users have a right of access to their own records in accordance with: 

• The Data Protection Act 1984 and 1998 

• The Access to Personal Files Act 1988 

• The Access to Health Records 1990 

• The Human Rights Act 1998 

6.9.1 Certain information may be held in a service user's record which concerns or which has been            
provided by, a third party. The service user will not have automatic access to this part of the file 
without express permission from the third party. 

 

See SMART’s Service Users accessing their records Procedure  
 

6.10 Use of information for planning, research and publicity 

6.10.1 Information used for planning purposes by SMART will be presented statistically, or in    
aggregated form, thus ensuring that individuals are not identifiable and preserving confidentiality. 

6.10.2 Where information about specific service users is used for publication in appropriate 
journals, this will be with the service user's permission and with their anonymity preserved if 
requested. Service users will not have information about them or photographs of them used in 
publicity material without their consent. 

6.10.3 Any approach to the service user, via SMART CJS, by researchers or media representatives 
will be treated with the utmost caution.  No personal details concerning the service user will be 
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disclosed by SMART CJS.  Instead the agency will undertake to brief the service user fully regarding 
the purpose of such an approach in order to allow the service user to decide whether s/he is 
prepared to be the subject of inquiry.   SMART will warn the service user that neither s/he nor the 
agency may have control over the researcher's or media representative's final material and that 
there is the possibility that confidentiality will be breached. 

 

6 Monitoring and Review 

6.10 This policy will be reviewed biennially or as appropriate. 

6.11 SMART will monitor this policy to ensure that it meets statutory and legal requirements 
including the Data Protection Act, Children Act, Rehabilitation of Offenders Act and 
Prevention of Terrorism Act 
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Appendix 1: Related Policies and Procedures  
 

Data Protection Policy 

SMART complies with the provisions of the Data Protection Act and endeavours to ensure that all personal 

data held by the organisation is relevant, accurate and up-to-date, and is held no longer than is necessary.  

 

Information Sharing Guidelines 

These Guidelines support good practice in information sharing, by offering clarity on when and how 
information can be shared legally and professionally, in order to achieve improved outcomes. 
 

Recruitment and Selection Policy 

SMART is committed to safe recruitment practices and this is reflected in our Recruitment and Selection 

Policy.  

Service Users accessing their records Procedure  
 
Procedure that staff  follow when requests to files are made  
 

Staff Whistle blowing Policy 

Part of the Staff Handbook 

 

More information 

Organisational Policies can be found at: X:\Polices and Procedures for staff or 
www.smartcjs.org.uk/intranet   
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.smartcjs.org.uk/intranet�
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Appendix 2 
 
Procedures for exchanging information with a service user  
 

1.1. Best practice is for all SMART personnel to cover confidentiality in any exchange they have with 
service users ie, sessions, drop in’s, telephone conversations.  

1.2. It is important that SMART personnel spend time going through the consent form in detail 
explaining what confidentiality means and the areas in which it can be breached.   

1.3. Regularly check with the service user to check if they want to make any changes to their consent to 
share form and continually explain the benefits of partnership working.  

1.4. In every setting they SMART workers are responsible for checking with service users if it is 
acceptable to call them at home or work in relation to their case.  All staff must ensure they make 
no reference to SMART when unable to make telephone contact directly with service users.   

1.5. Staff should ensure that they use the 141 facility when phoning service users on numbers other 
than those accessed exclusively by the service user. 

1.6. SMART workers are responsible for checking with service users that it is acceptable to write to 
them at home or work in relation to their case.   

1.7. Ensure that when having a confidential conversation with a service user that you are using a 
confidential and quiet location.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


	Appendix 1 - Related Policies and Procedures    6
	Appendix 2- Flowchart of key questions for information sharing 7

